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Regulatory Area Citation Description
HIPAA Privacy Rule 45 CFR §164.502 Uses and disclosures of PHI
HIPAA Privacy Rule 45 CFR §164.504 Organizational requirements and 

Business Associate provisions
HIPAA Privacy Rule 45 CFR §164.506 Uses and disclosures for Treatment, 

Payment, and Healthcare Operations 
(TPO)

HIPAA Privacy Rule 45 CFR §164.508 Uses and disclosures requiring 
authorization

HIPAA Privacy Rule 45 CFR §164.514 De-identification and minimum 
necessary requirements

HIPAA Privacy Rule 45 CFR §164.520 Notice of Privacy Practices
HIPAA Privacy Rule 45 CFR §164.524 Individual right of access
HIPAA Privacy Rule 45 CFR §164.526 Individual right to amendment
HIPAA Privacy Rule 45 CFR §164.528 Accounting of disclosures
HIPAA Privacy Rule 45 CFR §164.530 Administrative requirements
HIPAA Security Rule 45 CFR §164.306 General security standards
HIPAA Security Rule 45 CFR §164.308(a)(1) Security management process
HIPAA Security Rule 45 CFR §164.308(a)(2) Assigned security responsibility
HIPAA Security Rule 45 CFR §164.308(a)(5) Security awareness and training
HIPAA Security Rule 45 CFR §164.308(a)(6) Security incident procedures
HIPAA Security Rule 45 CFR §164.308(a)(7) Contingency planning
HIPAA Security Rule 45 CFR §164.308(a)(8) Evaluation
HIPAA Security Rule 45 CFR §164.308(b) Business Associate contracts and 

arrangements
HIPAA Security Rule 45 CFR §164.310 Physical safeguards
HIPAA Security Rule 45 CFR §164.312(a) Access control
HIPAA Security Rule 45 CFR §164.312(b) Audit controls
HIPAA Security Rule 45 CFR §164.312(c) Integrity
HIPAA Security Rule 45 CFR §164.312(d) Person or entity authentication
HIPAA Security Rule 45 CFR §164.312(e) Transmission security
HIPAA Security Rule 45 CFR §164.314 Organizational requirements
HIPAA Security Rule 45 CFR §164.316 Policies, procedures, and 

documentation requirements
HIPAA Breach 
Notification Rule

45 CFR §§164.400 414 Breach notification requirements



GDPR Article Subject Matter
Article 5 Processing principles
Article 6 Lawful basis for processing
Article 7 Consent
Article 9 Special category data
Article 12 Transparent communication
Article 13 Information provided at collection
Article 14 Information where data is not collected directly from the individual
Article 15 Right of access
Article 16 Right to rectification
Article 17 Right to erasure ("Right to be Forgotten")
Article 18 Right to restriction of processing
Article 20 Right to data portability
Article 21 Right to object
Article 22 Automated decision-making and profiling
Article 24 Controller responsibility
Article 25 Data protection by design and by default
Article 28 Processor obligations
Article 30 Records of processing activities
Article 32 Security of processing
Article 33 Personal data breach notification to supervisory authority
Article 34 Communication of breach to affected individuals
Articles 37 39 Data Protection Officer (DPO) responsibilities
Articles 44 49 International data transfers

Control Domain Control 
Reference

Description

Organizational Controls A.5.1 Policies for information security
Organizational Controls A.5.2 Information security roles and responsibilities
Organizational Controls A.5.4 Management responsibilities
Organizational Controls A.5.8 Information security in project management
Organizational Controls A.5.9 Inventory of information and associated assets
Organizational Controls A.5.10 Acceptable use of information and assets
Organizational Controls A.5.12 Classification of information
Organizational Controls A.5.13 Labelling of information
Organizational Controls A.5.15 Access control
Organizational Controls A.5.19 Information security in supplier relationships
Organizational Controls A.5.20 Addressing information security within 

supplier agreements
Organizational Controls A.5.21 Managing information security in the ICT 

supply chain



Control Domain Control 
Reference

Description

Organizational Controls A.5.23 Information security for cloud services
Organizational Controls A.5.24 Incident management planning and 

preparation
Organizational Controls A.5.25 Assessment and decision on information 

security events
Organizational Controls A.5.26 Response to information security incidents
Organizational Controls A.5.31 Legal, statutory, regulatory, and contractual 

requirements
Organizational Controls A.5.33 Protection of records
Organizational Controls A.5.34 Privacy and protection of PII
Organizational Controls A.5.35 Independent review of information security
Organizational Controls A.5.36 Compliance with policies, rules, and 

standards
Organizational Controls A.5.37 Documented operating procedures
People Controls A.6.3 Information security awareness, education, 

and training
Technological Controls A.8.2 Privileged access rights
Technological Controls A.8.9 Configuration management
Technological Controls A.8.10 Information deletion
Technological Controls A.8.11 Data masking
Technological Controls A.8.12 Data leakage prevention
Technological Controls A.8.15 Logging
Technological Controls A.8.16 Monitoring activities
Technological Controls A.8.24 Use of cryptography
Technological Controls A.8.25 Secure development lifecycle
Technological Controls A.8.28 Secure coding

Control 
Family

Control Family Name Primary Focus

AC Access Control Identity, authorization, and 
access management

AT Awareness and Training Workforce security education 
and training

AU Audit and Accountability Logging, monitoring, and 
accountability

CA Assessment, Authorization, and 
Monitoring

Security assessments and 
continuous monitoring

CM Configuration Management Secure configuration and change 
control



Control 
Family

Control Family Name Primary Focus

CP Contingency Planning Business continuity and disaster 
recovery

IA Identification and Authentication User and system authentication
IR Incident Response Incident detection, response, 

and recovery
MP Media Protection Protection of physical and 

electronic media
PE Physical and Environmental 

Protection
Physical security safeguards

PL Planning Security and privacy planning
PM Program Management Enterprise governance and 

management
PT Personally Identifiable Information 

Processing and Transparency
Privacy governance and PII 
protection

RA Risk Assessment Risk identification and evaluation
SA System and Services Acquisition Secure development and 

procurement
SC System and Communications 

Protection
Network and communications 
security

SI System and Information Integrity Monitoring, vulnerability 
management, and integrity

SR Supply Chain Risk Management Third-party and supply chain 
security management










