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Role: Oversees enterprise privacy, data protection, retention, deletion, and secure disposal 
programs.
Reporting: Reports to the Chief Information Security Officer (CISO). 
Responsibilities: 

o Establish retention and disposal policies.
o Review privacy rights requests.
o Coordinate GDPR and CCPA compliance.
o Review deletion requests.
o Approve anonymization initiatives.
o Coordinate legal hold activities.
o Oversee regulatory reporting.
o Conduct annual retention reviews.
o Present quarterly privacy compliance reports.

Qualifications: Certified in Healthcare Privacy Compliance (CHPC) or equivalent, with five 
years of experience in HIPAA, healthcare IT, and SaaS. 
Delegation: In absence, the backup officer assumes duties with notification to the CISO and 
Data Governance Steering Committee.

Composition: Senior leaders from Privacy, Compliance, Information Security, Legal, 
Product Development, Operations, Engineering, Clinical Services, and other business 
functions responsible for information governance, privacy, security, compliance, and risk 
management . 
Responsibilities: 

o Approve data governance, retention, deletion, privacy, and information management 
policies annually or following significant regulatory, contractual, operational, or 
organizational changes.

o Oversee compliance with applicable healthcare, privacy, cybersecurity, artificial 
intelligence, and information governance requirements, including HIPAA, HITECH, 
GDPR, UK GDPR, CCPA/CPRA, HITRUST, ISO 27001, ISO 27701, and related 
regulatory frameworks.

o Review data lifecycle management practices, retention schedules, secure disposal 
methodologies, legal hold requirements, and data minimization initiatives.

o Evaluate privacy controls, security controls, governance practices, compliance 
metrics, audit findings, risk assessments, and corrective action plans.



o Oversee enterprise information governance, data protection, AI governance, records 
management, and regulatory readiness initiatives.

o Allocate resources and establish priorities for privacy, security, compliance, risk 
management, and governance programs.

Meetings: Quarterly, with ad-hoc sessions convened as necessary to address significant 
regulatory developments, audit findings, security incidents, privacy matters, compliance 
concerns, legal requirements, or other critical governance issues.

Policy: Cognera Health shall manage information throughout its lifecycle from collection 
through secure disposal in accordance with HIPAA, HITECH, GDPR, CCPA/CPRA, HITRUST, 
ISO 27001, ISO 27701, SOC 2, and applicable legal requirements.

Data lifecycle:
o Data Collection and Acquisition
o Data Creation and Generation
o Data Classification and Identification
o Data Processing and Transformation
o Data Storage and Preservation
o Data Access and Retrieval
o Data Use and Operational Utilization
o Data Sharing and Exchange
o Data Disclosure and Distribution
o Data Archival and Long-Term Preservation
o Data Retention and Records Management
o Data Review and Disposition Assessment



o Data Deletion and Removal
o Data Destruction and Secure Disposal
o Data De-Identification and Anonymization
o Final Disposition and Lifecycle Closure

Procedures: To ensure effective lifecycle management and regulatory compliance, Cognera 
Health shall:

o Maintain and periodically review enterprise information and data inventories.
o Classify information assets according to sensitivity, regulatory requirements, 

business value, and risk.
o Establish and maintain approved retention schedules and disposition requirements.
o Implement appropriate access controls, authentication mechanisms, and 

authorization procedures.
o Apply encryption and other technical safeguards to protect sensitive information at 

rest, in transit, and during processing.
o Monitor information access, usage, transmission, sharing, and disclosure activities.
o Maintain audit trails and logging mechanisms to support accountability, traceability, 

and compliance monitoring.
o Conduct periodic reviews of retention schedules, legal hold requirements, and 

disposition eligibility.
o Document data deletion, de-identification, anonymization, and destruction activities.
o Validate and verify secure destruction and disposal activities using approved 

methodologies.
o Maintain evidence of retention, deletion, destruction, and final disposition activities 

in accordance with applicable regulatory, legal, contractual, and organizational 
requirements.

o Periodically assess lifecycle management controls as part of compliance, privacy, 
security, risk management, and governance reviews.

Policy: Cognera Health shall classify information assets according to their sensitivity, 
regulatory requirements, business value, confidentiality requirements, operational impact, 
and risk profile. Data classification supports appropriate privacy, security, access control, 
retention, monitoring, and disposal requirements throughout the information lifecycle.









Retention schedules shall be designed to support regulatory compliance, privacy obligations, 
information governance, operational requirements, legal preservation needs, business continuity 
objectives, and risk management activities.

The retention governance program shall support applicable requirements arising from:
o HIPAA Privacy Rule
o HIPAA Security Rule
o HIPAA Documentation Requirements (45 CFR §164.316(b)(2))
o HIPAA Accounting of Disclosures (45 CFR §164.528)
o HITECH Act



o GDPR Article 5 (Storage Limitation)
o GDPR Article 17 (Right to Erasure)
o CCPA / CPRA
o HITRUST Common Security Framework (CSF)
o ISO/IEC 27001
o ISO/IEC 27701
o Contractual, legal, regulatory, and business requirements

Procedures
Retention Schedule Management: Cognera Health shall maintain documented retention 
schedules that identify:

o Information categories
o Data owners
o Applicable regulations
o Minimum retention periods
o Archival requirements
o Legal hold requirements
o Destruction requirements
o Secure disposal methodologies

Periodic Retention Reviews: Retention schedules shall be reviewed and updated:
o Annually
o Following significant regulatory or legal changes
o Following material contractual changes
o Following audit findings or compliance reviews
o Following mergers, acquisitions, divestitures, or organizational restructuring
o Following significant operational, technology, or business changes

Retention Schedule Approval: Retention schedules and material modifications shall be 
reviewed and approved by:

o Privacy Officer
o Compliance Officer
o Legal Counsel
o Data Governance Committee
o Where applicable, additional review may be required from Security, Clinical, 

Compliance, or Executive Leadership.



























Request Type Standard Response Time
Access Request 30 Days
Correction Request 30 Days
Data Portability Request 30 Days
Deletion Request 30 Days
Restriction Request 30 Days
Objection Request 30 Days
Consumer Privacy Request 30 Days











































Record Type Minimum Retention Requirement
Raw Audio Recordings Deleted following successful transcription and 

validation unless retention is otherwise required
Voice Inputs Deleted following successful processing unless 

retention is otherwise required
Audio Access Logs 6 Years
Audio Activity Logs 6 Years
Audio Deletion Logs 6 Years
Voice Consent Records 6 Years
Voice Recording Authorizations 6 Years
Audio Security Reviews 6 Years
Audio Risk Assessments 6 Years
Voice Processing Audit Records 6 Years
Clinical Transcriptions Same retention period as the associated clinical 

record
Behavioral Health Transcriptions Same retention period as the associated clinical 

record
Wellness Session Transcriptions Same retention period as the associated clinical 

record
Voice-to-Text Validation Records 6 Years
Voice Processing Incident Reports 6 Years











Backup Type Minimum Retention Period
Daily Operational Backups 90 Days
Weekly Backup Copies 180 Days
Monthly Backup Archives 12 Months
Quarterly Backup Archives 12 Months
Disaster Recovery Archives 12 Months
Recovery Snapshots 90 Days
Immutable Backup Copies 90 Days or Customer Requirement
Long-Term Archives Contractual, Regulatory, or Customer Driven
Legal Hold Archives Until Legal Hold Release
Investigation Preservation Archives Until Investigation Closure











































Destruction and disposal activities shall be performed using approved methodologies designed to 
prevent unauthorized access, disclosure, reconstruction, recovery, retrieval, reuse, modification, 
or distribution of information.



Examples include:
o Paper Records
o Printed Reports
o Signed Authorizations
o Consent Forms
o Contracts and Agreements
o Training Records
o Compliance Documentation
o Audit Documentation
o Printed PHI and Clinical Records

o Hard Disk Drives (HDD)
o Solid State Drives (SSD)
o USB Flash Drives
o Portable Storage Devices
o Removable Media
o Backup Tapes
o Optical Media
o Memory Cards
o Mobile Devices
o Smartphones
o Tablets
o Laptops
o Workstations
o Servers
o Storage Appliances
o Network Attached Storage (NAS)
o Storage Area Networks (SAN)
o Backup Appliances
o Security Appliances
o Virtualization Hosts
o Decommissioned Hardware



o Customer-Dedicated Equipment

All destruction activities shall maintain documented chain-of-custody controls including:
o Asset Identification
o Information Classification
o Custodian Identification
o Transfer Records
o Destruction Authorization
o Destruction Methodology
o Verification Records
o Certificate of Destruction (where applicable)

































KPI Target Frequency Owner



Privacy Rights Requests Completed 
Within SLA

Monthly Privacy Officer

Privacy Rights Request Response 
Time

Monthly Privacy Officer

Deletion Requests Completed 
Within SLA

Monthly Privacy Officer

Deletion Request Completion Time Monthly Privacy Officer
Data Retention Schedule 
Compliance

Quarterly Data Governance 
Committee

Retention Exception Review 
Completion

100% Quarterly Compliance Officer

Secure Disposal Verification Rate 100% Quarterly Compliance Officer
Destruction Documentation 
Completion

100% Quarterly Compliance Officer

Backup Retention Compliance 100% Monthly Information Security
Backup Destruction Compliance 100% Quarterly Information Security
Disaster Recovery Archive 
Compliance

100% Quarterly Information Security

Legal Hold Compliance Rate 100% Monthly Legal Counsel
Legal Hold Acknowledgement 
Completion

100% Monthly Legal Counsel

Legal Hold Review Completion 100% Quarterly Legal Counsel
Vendor Destruction Attestation 
Completion

100% Quarterly Vendor Management

Vendor Offboarding Compliance 100% Quarterly Vendor Management
Vendor Data Return Verification 100% Quarterly Vendor Management
Vendor Risk Review Completion 100% Annually Vendor Management
Customer Offboarding Completion Monthly Operations
Customer Data Export Completion Monthly Operations
Access Revocation Following 
Termination

Monthly Information Security

Retention Audit Completion Quarterly Quarterly Compliance Officer
Internal Compliance Review 
Completion

Quarterly Quarterly Compliance Officer

Independent Compliance 
Assessment Completion

Annually Annually Compliance Officer

Policy Review Completion Annually Annually Data Governance 
Committee



Records Destruction Validation 
Completion

100% Quarterly Compliance Officer

Data Inventory Review Completion 100% Quarterly Data Governance 
Committee

Regulatory Inquiry Response 
Timeliness Regulatory 

Timeline

As Needed Compliance Officer

Corrective Action Closure Rate 100% of 
Critical 
Findings 
Within 30 
Days

Monthly Compliance Officer

Audit Finding Remediation 
Completion

100% Quarterly Compliance Officer

Compliance Evidence Availability 100% Quarterly Compliance Officer





















Section Category Retention Requirement
4.2 Clinical Records 7 years after last clinical activity, encounter, service, or 

documented interaction unless longer retention is 
required by law, contract, payer, accreditation, 
litigation hold, regulatory investigation, or customer 
requirements

4.3 Assessments and 
Measurement Instruments

7 years or longer if required by law, regulation, contract, 
accreditation, payer, or customer requirements

4.4 Messaging and 
Communication Records

7 years or longer if required by applicable retention 
requirements

4.5 Authorizations and Consents 6 years from creation date or last effective date, 
whichever is later

4.6 Disclosure Records 6 years
4.7 Audit Logs 6 years
4.7 Authentication Logs 6 years
4.7 Access Logs 6 years
4.7 Security Event Logs 6 years
4.7 SIEM Records 6 years
4.7 Security Incident Records 6 years
4.7 Breach Investigation 

Records
6 years

4.7 Vulnerability Assessments 6 years
4.7 Vulnerability Scans 6 years



4.7 Penetration Test Reports 6 years
4.7 Risk Assessments 6 years
4.7 Security Monitoring Reports 6 years
4.7 Threat Intelligence Records 6 years
4.7 Compliance Monitoring 

Records
6 years

4.8 Policies 6 years
4.8 Procedures 6 years
4.8 HIPAA Training Records 6 years
4.8 Compliance Training 

Records
6 years

4.8 Business Associate 
Agreements (BAAs)

6 years after termination

4.8 Compliance Reviews 6 years
4.8 Internal Audit Reports 6 years
4.8 External Audit Reports 6 years
4.8 OCR Correspondence 6 years
4.8 Regulatory Inquiry Records 6 years
4.8 Corrective Action Plans 6 years
4.8 Governance Committee 

Records
6 years

4.8 Risk Management Reviews 6 years
4.8 AI Governance Records 6 years
5.1 Privacy Rights Requests Retained according to approved retention schedules; 

recommended minimum 6 years
6.3 Deletion Evidence and 

Deletion Logs
6 years minimum

6.4 Deletion Requests 6 years minimum
6.5 Deletion Denials and 

Exception Documentation
6 years minimum

7.2 HIPAA Documentation 6 years from creation or last effective date, whichever is 
later

7.3 Accounting of Disclosures 6 years
7.4 Authorization and Consent 

Records
6 years

7.5 HITECH Documentation 6 years minimum



7.6 Regulatory Correspondence 
and Enforcement 
Documentation

6 years minimum or longer if required

7.7 Governance, Audit and 
Compliance Records

6 years

8.1 AI Governance 
Documentation

6 years minimum

8.2 AI Training Documentation 6 years from creation, training activity, authorization 
expiration, or model retirement, whichever is later

8.3 AI Audit Logs and Monitoring 
Records

6 years minimum

8.4 AI Model Retirement Records 6 years after model retirement
9.2 Raw Audio Recordings Deleted following successful transcription and 

validation unless retention is otherwise required
9.2 Audio Access Logs 6 years
9.2 Audio Activity Logs 6 years
9.2 Audio Deletion Logs 6 years
9.2 Voice Consent Records 6 years
9.2 Voice Recording 

Authorizations
6 years

9.2 Audio Security Reviews 6 years
9.2 Audio Risk Assessments 6 years
9.2 Voice Processing Audit 

Records
6 years

9.2 Clinical Transcriptions Same retention as associated clinical record (7 years 
minimum)

9.2 Behavioral Health 
Transcriptions

Same retention as associated clinical record

9.2 Wellness Session 
Transcriptions

Same retention as associated clinical record

9.2 Voice-to-Text Validation 
Records

6 years

9.2 Voice Processing Incident 
Reports

6 years

10.2 Daily Backups 90 days
10.2 Weekly Backups 180 days
10.2 Monthly Backup Archives 12 months
10.2 Quarterly Backup Archives 12 months



10.2 Disaster Recovery Archives 12 months
10.2 Recovery Snapshots 90 days
10.2 Immutable Backup Copies 90 days or customer requirement
10.2 Long-Term Archives Contractual, legal, regulatory, or customer driven
10.4 Recovery Testing 

Documentation
6 years

10.6 Backup Destruction Records 6 years
11.3 Customer Data Export 

Availability
Available for request within 30 days following 
termination

11.4 Production Customer Data Returned, deleted, anonymized, or otherwise 
dispositioned within 90 days unless otherwise required

11.8 Destruction Certificates 6 years minimum
12.9 Legal Hold and eDiscovery 

Records
6 years after legal hold release or matter closure, 
whichever is later

13.6 Destruction Verification 
Records

6 years minimum

13.7 Certificates of Destruction 6 years minimum
13.9 Secure Disposal Records 6 years minimum
14.6 Vendor Destruction 

Attestations
6 years minimum

14.7 Vendor Compliance and 
Disposition Records

6 years minimum

15.6 Compliance Evidence, Audit 
Records, Monitoring 
Records, Legal Hold Records

6 years minimum

18 Glossary Not applicable
19 Conclusion Not applicable








